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Overview
Russia has built a comprehensive centralised internet filtering system. Its core
component is TSPU (Technical Means of Countering Threats), a hardware-and-
software stack for deep packet inspection built by Russian vendors. Measure-
ment research conducted by Xue et al. (2022) found the equipment sitting in-
path: all traffic on a covered route passes through it before reaching its destina-
tion . Roskomnadzor reports that all operator traffic is covered. The equipment
is  state  property,  operated remotely by GRFC (the General  Radio Frequency
Centre,  Roskomnadzor’s  technical  arm) from a centralised management sys-
tem , and Internet Service Providers (ISPs) have no access to the devices’ con-
figuration, filtering rules, or operational status .

For years, internet controls in Russia relied on delegation: ISPs implemented
state requirements but retained substantial discretion over how they did so.
They filtered selectively, embedded protest messages in blockpages, and organ-
ised through industry associations to challenge regulatory overreach . TSPU
changed that relationship. The state now operates filtering equipment inside
private networks, while operators carry traffic through devices they cannot in-
spect or control.

Federal Law No. 90-FZ (‘On Amendments to the Laws on Communications and
Information’,  May  2019),  widely  referred  to  as  the  ‘Sovereign  Internet  Law’,
provided the legal basis for this shift. The telecom industry initially dismissed
it as a rent-seeking exercise . The state subsequently mapped the network, spe-
cified and supplied the  equipment,  established centralised management,  in-
creased the cost of non-compliance, and made network requirements a formal
condition of an ISP licence , .

The system works because in-path filtering is  reinforced by licensing rules,
state institutions, domestic vendors, and pressure on the platforms and pay-
ment systems through which circumvention reaches users. It does not discon-
nect Russia from the global internet. It administers what may pass across a net-
work that remains interconnected.

This  report  is  written for  civil  society organisations,  advocates,  researchers,
and others seeking to understand or respond to Russia’s internet controls. It ex-
plains how the system works, what it changes for operators and users, why it
has become difficult to reverse, and why the model matters beyond Russia’s
borders.
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1. How Control Works

1.1 In-path filtering
TSPU’s core capability is traffic classification and filtering via Deep Packet In-
spection. It combines network- and transport-layer controls with application-
layer inspection, identifying, slowing, or blocking traffic by URL, IP address,
protocol signature, or server name.

Figure 1: ISP network topology showing TSPU placement between border routers and access
network. Source: Habr, “Операторы связи фиксируют проблемы с оборудованием РКН.”

Roskomnadzor blocked more than 1.2 million resources during 2025, 50% more
than the year before . The number of VPN services targeted for blocking rose
from 167 in October 2023 to 469 by February 2026 , . VPN blocking has expan-
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ded  from  website-level  to  protocol-level,  targeting  how  circumvention  tools
communicate rather than only where they connect .

TSPU can also degrade services without blocking them outright. YouTube was
throttled to near-unusable speeds from August 2024 by inspecting the plaintext
Server Name Indication (SNI) label in encrypted connections. Telegram  and
WhatsApp calls were blocked first, then media was throttled, then the services
were progressively restricted .

DNS controls add another point of restriction: a user needs both a usable an-
swer to a domain-name lookup and a working connection to the resolver sup-
plying it. Teplitsa’s August 2026 investigation found that access to external DNS
services varied by network and transport. Failure of ordinary UDP queries from
one residential connection did not mean encrypted DNS was also unavailable
there .

Roskomnadzor’s digitalisation plan, presented in December 2025, allocated 2.27
billion roubles for machine-learning-based traffic analysis . Machine learning
is being added to the system’s repertoire, but filtering technology alone does
not explain its  reach. Control also extends to the companies,  platforms, and
payment systems through which circumvention is distributed and sustained.

1.2 The compliance perimeter
When technical filtering encounters resistance, control extends to the organisa-
tions that help users find, obtain, and pay for circumvention. From March 2024,
publishing information about how to use circumvention tools is illegal . Users
may need a VPN to read about VPNs. Apple removes VPN apps from the Russian
App Store at Roskomnadzor’s request .

Payment barriers have several origins. After the 2022 invasion, sanctions and
the withdrawal of international payment services narrowed access to cross-bor-
der payments.  Mastercard,  for  example,  distinguished regulator-required ex-
clusions of particular banks from its broader decision to suspend Russian oper-
ations. Domestic processing continued through Russia’s own system . Russian
authorities subsequently closed additional routes: on 1 April 2026, mobile oper-
ators disabled carrier billing for Apple ID payments on instruction from the
Ministry  of  Digital  Development .  App-store  removal  obstructs  download,
while closing payment routes can prevent subscription renewal. VPN use itself
is not banned.
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For  services  that  resist,  cost  becomes  another  filtering  mechanism.  Liberty
VPN, which reports 250,000 users, estimates that fully countering active block-
ing would cost roughly $25,000 per hour, a sum it says it has never had. Services
with fewer than 50,000 users may be unable to sustain continuous server re-
placement . None of the services surveyed in April 2026 reported having been
fully blocked , but continued adaptation is expensive. From June through July
2026, Amnezia was disrupted by successive blocking waves, alongside a denial-
of-service attack on its payment gateway and phishing directed at its staff. A de-
veloper attributes the campaign to Roskomnadzor and says the service’s traffic
had been studied for roughly a year, allowing new blocking methods to be in-
troduced as Amnezia adapted .

Cloudflare shows how the layers combine. When it enabled Encrypted Client
Hello (ECH) by default in October 2024, it encrypted the server-name field TSPU
uses for selective application-layer filtering. On 7 November, GRFC’s operation-
al arm urged Russian website operators to disable ECH or migrate to domestic
content-delivery  networks,  saying  ECH  was  already  restricted  by  TSPU .  In
February 2025, Roskomnadzor listed Cloudflare as an organiser of information
dissemination under FZ-149, placing it in a category of companies required to
store user data in Russia and provide the FSB with access . Roskomnadzor re-
peated its recommendation in April , and from June ISPs throttled Cloudflare
traffic, degrading content delivery, DNS-over-HTTPS, API access, and certificate
validation .

Tests from one Moscow vantage point in March 2025 found ECH blocking under
specific conditions involving Cloudflare, alongside ways around it . ECH avail-
ability  therefore  needs  to  be  assessed  for  the  connection  and  network  con-
cerned.

Evgeny Martynov,  IT director  of  the registrar  RU-CENTER,  put  Cloudflare at
roughly 44% of the CDN services used for .ru domain delegation and about 11%
of .ru sites overall . Cloudflare stated that it had received no official commu-
nication from Russian authorities and had no means to restore connectivity .
Technical blocking, pressure on Russian website operators, regulatory reclassi-
fication, and infrastructure-level throttling reinforced one another. The compli-
ance perimeter reached a global infrastructure provider through the Russian
organisations and customers that depended on it.
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1.3 Exceptions and approved access
The  system  also  administers  exceptions.  Traffic  that  would  otherwise  be
blocked may pass when an address, protocol, or service is approved. Protocol-
level blocking also disrupts the OpenVPN connections that Russian banks and
commercial companies use for secure internal communications . Roskomnad-
zor therefore operates an exemption list through the Centre for Monitoring and
Management of the Public Communications Network (CMU SSOP). The list grew
from 12,000 corporate IP addresses in October 2023 to 75,000 entries by April
2025 . To obtain an exemption, a company supplies its name and tax number,
the protocol it uses, the source and destination addresses, and the purpose of
the connection. Relief from the filter depends on declaring what a network car-
ries and why.

During security-justified mobile shutdowns, the same logic operates at service
level: ordinary access is restricted to pre-approved services . Russia recorded
655 mobile internet shutdowns in June 2025, ten times the May figure . In Bel-
gorod Oblast, mobile internet was shut down in November 2025 while air-de-
fence systems were operating, disrupting the civil alert system. The governor
tied the decision to security concerns . In Ulyanovsk, the regional digital de-
velopment minister said no end date had been set and that, absent other federal
decisions, restrictions would run until the end of the war .

The access list grew from more than 50 sites in October 2025 to more than 500
entries by April 2026. The April additions included volunteer search organisa-
tions, banks, retailers, and IT firms. The Ministry of Digital Development ap-
proves entries on grounds of popularity and essential use, while security ser-
vices assess them on security grounds . Those security requirements determ-
ine which banks appear on the list. In February 2026, Sberbank, T-Bank, and
Gazprombank were absent because they lacked the System of Operative-Invest-
igative Measures (SORM),  Russia’s  lawful interception framework,  while VTB
and Promsvyazbank were admitted. Gazprombank was added by April, and full
SORM implementation becomes mandatory for banks in 2027 .

In March 2026, users in Rostov-on-Don reported that home internet had been
placed  under  access-list  restrictions,  with  Telegram  blocked  and  VPNs  non-
functional  on  fixed  broadband.  The  operator  disputes  the  account .  If  con-
firmed elsewhere,  such an expansion would narrow the distinction between
temporary mobile shutdowns and persistent access control. TSPU now determ-
ines what may pass, for whom, and under what declared purpose.
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2. What the System Changes

2.1 Operator autonomy
The Russian segment of the internet remains heterogeneous and distributed,
with approximately 5,000 active autonomous systems and 32 Internet Exchange
Points as of 2026 . TSPU did not require a major reconfiguration of that topo-
logy. It changed the state’s relationship to the operators who run it: filtering de-
cisions moved from delegated enforcement into equipment operated from the
centre, while licensing conditions and penalties raised the cost of refusal.

Pavel  Vasiliev,  an operator who documented the installation process  and a
year of operations  with TSPU, describes filter-rule changes deployed without
notice and no visibility into what the state equipment is doing to traffic. Yarnet,
a Yaroslavl ISP, confirmed that all of its traffic passes through the device and
that the operator has no local override . The devices function as black boxes
inside operator networks ,  ,  ,  extending a pattern previously documented
for SORM and blacklist filtering .

The consequences of central management can spread beyond one operator. In
January 2025, a TSPU misconfiguration cascaded across ISPs, cutting traffic at
Russia’s largest exchange point by roughly 11% until the settings were rolled
back some fifteen to twenty minutes later . Operators could neither inspect the
broken rule nor exempt their customers from it.

Operators  did  initially  contest  FZ-90.  A  collective  industry  submission  as-
sembled in a week and attracted around 30 company signatories.  Two of its
three objections were removed from the bill, and the third was clarified . The
mandate survived. By 2022, industry discussion had shifted from resistance to
absorbing higher compliance costs , and by 2023 to implementing domestic re-
placements  in  a  market  where  operators  were  told  there  was  “not  always  a
choice” .

Penalties make non-compliance commercially dangerous. Since January 2024,
breaches of SORM obligations, a missing commissioning certificate, or failure
to implement an interception plan have drawn turnover-based fines or a min-
imum fine of one million roubles. Separate penalties apply to TSPU breaches,
rising to between 3 and 5 million roubles for a repeat corporate offence. An offi-
cial  or  sole  trader  already  sanctioned  administratively  can  face  up  to  three
years in prison .
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In  March  2026,  a  St  Petersburg  magistrate  fined  the  provider  Tinko  250,000
roubles  for  allowing subscribers  to  reach YouTube around its  TSPU .  When
Beeline briefly offered a “YouTube without VPN” service in January 2026, rout-
ing  subscribers  around  the  throttle,  it  was  shut  down  within  days .  Ab-
ramovskaya, a practising lawyer and self-described perfectionist, described the
interlocking framework as an impressively constructed scheme. Attempts to re-
duce or escape one liability, she explained, expose operators to another. She
also advised operators to limit the portion of their tariff counted as telecom rev-
enue, reducing the base for turnover-calculated fines .

2.2 Market structure
Higher entry and compliance costs put particular pressure on small ISPs. From
January 2024, the state duty for a new telecom licence carrying lawful-intercep-
tion obligations rose roughly 130-fold, from 7,500 to 1 million roubles per ser-
vice type. Renewals remained at 7,500. Human Rights Watch assesses that the
increase made market entry harder for small ISPs , . The Association of Small
Operators (AMOR) has documented exit pressure among more than 100 mem-
bers, engaged GRFC on TSPU compliance, and challenged revocations it con-
siders unjustified .

Seven leading providers now manage more than half of RuNet IP addresses,
with  state-owned  Rostelecom  alone  accounting  for  a  quarter .  Rostelecom
openly advocates further consolidation. At KROS 2023, its director for regional
operator relations, Yekaterina Kazakova, opened an acquisition segment from
the stage: “look at your neighbour, maybe someone is ready to sell, someone to
buy. And we will share our expertise with you today. How does Rostelecom see
this?”  In 2024, she argued that the market needs large, full-cycle infrastructure
providers and presented consolidation as the response to staff shortages, age-
ing infrastructure, traffic growth, and low revenue per subscriber .

2.3 Access to information
Human Rights Watch describes circumvention tools as a precondition of access
to information in Russia . Their availability is nevertheless being narrowed at
several points: websites and protocols are blocked, information about circum-
vention is restricted, apps disappear from stores, and payment pathways close.
Each measure raises the knowledge, time, and money required to reach inde-
pendent information.

Access is stratified by technical knowledge, affordability, and access to usable
payment methods. These resources shape which circumvention services people
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can obtain and sustain as blocking changes. Provider interviews describe the
costs of maintaining access and the difficulty of reaching users who need it .
An Amnezia developer also identifies foreign cards as an exception to payment
difficulties . Advanced protocols can preserve routes to independent informa-
tion, but require continued adaptation: Amnezia reported restoring access after
the June–July 2026 blocking waves through a further protocol revision . Know-
ing a tool exists, obtaining a trustworthy client, paying where necessary, and
keeping  it  configured  are  all  part  of  usable  access.  Socket’s  investigation  of
VPN-brand impersonation aimed at Russian-speaking users illustrates the risks
at the point of choosing and obtaining a tool .

During approved-access restrictions, ordinary connectivity is organised around
an administratively selected list. Circumvention may remain possible where a
service can use reachable infrastructure, but its availability depends on the net-
work and the resources required to sustain it. In April 2026, Amnezia described
services  specialising  in  allow-list  circumvention  and  the  higher  costs  they
could face when replacing IP addresses . This is evidence of continuing adapt-
ation,  rather  than  a  guarantee  of  access  in  every  affected  region.  Banking,
transport,  communications,  and  civil  alerts  consequently  become  more  de-
pendent on administrative inclusion, even where some routes beyond the list
remain.

The  restrictions  accumulate  across  several  actors:  TSPU  filters  traffic,  GRFC
manages  infrastructure  and  exemptions,  security  services  set  access  condi-
tions, and app stores and payment processors enforce commercial pressure. No
single  intervention explains  the  result.  Together  they make independent  in-
formation progressively harder to find, obtain, and sustain.

3. How the System Became Durable

3.1 Deployment and investment
TSPU expanded from 558 communications nodes in 2021 to 860 in 2022, with
1,360 planned for 2023 . In October 2023, the Centre for Monitoring and Man-
agement  of  the  Public  Communications  Network  reported  more  than  1,100
nodes, full traffic coverage, and more than 100 Tbit/s carried . By October 2025,
Roskomnadzor reported 1,406 nodes carrying 132.3 Tbit/s .
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Figure 2: TSPU node expansion: 558 -> 860 -> 1,360. Source: Khutortsev, Spektr Forum, October 2022 (2023 value as
then planned).

Independent measurement provides a lower bound rather than a competing
device  count.  Xue  et  al.  identified  approximately  6,871  in-path  TSPU  “links”
across 650 autonomous systems in 2022. Their method inferred network paths
from traceroute clustering and could not see TSPU behind Network Address
Translation, so the authors treat the result as a substantial underestimate of de-
ployed equipment .

GRFC’s  monthly  operational  reports  document  the  same  expansion  in  mon-
itored traffic across  every federal  district .  Data  extracted from the reports
(May 2023 – January 2025) show total monitored traffic rising from 77.7 to 120.4
Tbit/s, an increase of some 55%, with broadband consistently accounting for
roughly 80% of the total and mobile for 20% . District-level data show year-on-
year growth ranging from 95% in the North Caucasus to 18% in the Far East .
The variation shows uneven growth in monitored traffic rather than gaps in the
districts represented.

01

48

48

48

9



Figure 3: Total TSPU-monitored traffic (broadband and mobile), May 2023 – January 2025. Source: GRFC monthly
operational reports.

Figure 4: TSPU-monitored traffic by federal district, September 2023 to January 2025. Source: GRFC monthly
operational reports.

The  public  record  documents  commitments  exceeding  100  billion  roubles.
More than 30 billion roubles was earmarked for 2019–2021, of which 20.8 billion
was planned for TSPU. How much was spent has not been reported. A draft fed-
eral budget published in September 2021, five months before the invasion, pro-
jected a further 31 billion for 2022–2024 . TSPU modernisation then received
58.97 billion roubles for 2025–2030, the bulk of a Cybersecurity Infrastructure
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federal project initially totalling 68.77 billion . The project total rose by 14.9
billion to 83.7 billion in March 2026, most of it earmarked for capacity and re-
newal, although no revised TSPU-specific figure was published .

An industry estimate reported in 2021 put support, warranty servicing, and op-
eration at 10–15% of initial infrastructure costs. This was not a published annu-
al maintenance budget for TSPU. The source does not specify a time basis suffi-
cient to calculate one .

The Ministry of  Digital  Development’s  targets  are a  capacity increase to  954
Tbit/s by 2030 and the processing of all traffic on the Russian segment of the in-
ternet through the national filtering architecture by 2026 . Successive alloca-
tions have given TSPU its own procurement cycles, maintenance contracts, and
institutional constituencies.

3.2 Built into markets and institutions
TSPU is not a magic box. The state built it from technologies and firms already
active in Russia’s commercial network-management market. RDP.RU and VAS
Experts were competitive before TSPU was mandated: together they claimed
roughly 80% of the Russian network address translation market by 2023 , and
VAS Experts counted more than 600 operator clients by 2018 . For the TSPU
project, GRFC described specifying equipment requirements and guaranteeing
manufacturers minimum orders .

Its account describes a staged localisation: Russian-developed DPI software ini-
tially ran on foreign hardware, and a domestic platform replaced it from 2022.
In 2024, GRFC said it had ended foreign equipment purchases for its sites, al-
though  some  replacement  products  were  still  being  tested.  This  claim  con-
cerned equipment procurement. Imported components remained, with a do-
mestic communications processor then targeted for 2027 . In January 2026, Ec-
oRouter’s  Nikolai  Guzakov  still  identified  high-performance  processors  and
specialised chips as sources of import dependence across Russia’s telecommu-
nications industry . These accounts show how domestic supply and support
could develop while reliance on foreign components continued. They do not es-
tablish that the installed TSPU fleet had become wholly domestic.
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Figure 5: “How we survived 2022: 5 stages of import substitution” - Denial, Anger, Bargaining, Depression,
Acceptance. Source: Artyom Mikhailov (RDP.RU), KROS 2023.

Each legal instrument added since 2019 has raised the cost of reversal. FZ-90 es-
tablished the mandate and state provision of equipment. Order No. 228 set tech-
nical requirements, while Government Decrees No. 126 and 127 governed trans-
fer, operation, return, and centralised management . Federal Law No. 497-FZ
introduced the one million rouble duty for licences carrying interception oblig-
ations. Federal Law No. 473-FZ made network compliance an independent li-
censing condition and basis for revocation . Federal Law No. 33-FZ shielded
compliant operators from contractual liability when service failures followed
an FSB demand . The framework now spans primary law, government decree,
technical orders, taxation, licensing, and operator liability.
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Figure 6: TSPU hardware: labelled server rack, EcoSGE DPI manual, and installation at ISP premises. Sources (left to
right): CNews, 10 July 2024; RDP.RU; ISP practitioner documentation.

GRFC’s role has expanded from frequency monitoring to TSPU operation and
industry liaison. Domestic vendors are now organised around specialised TSPU
production, while AMOR represents compliance-burdened ISPs in formal dia-
logue with the state. These arrangements make the system harder to unwind.

Operationally, every licensed ISP must maintain TSPU compliance as a precon-
dition of operation and report infrastructure changes to GRFC within 7 working
days, with 90 calendar days’ advance notice for reconstruction or liquidation af-
fecting TSPU locations .  The reporting infrastructure,  training,  and inter-or-
ganisational workflows are now embedded in standard ISP operations. A ser-
vice market has grown up around the filings: licensing consultancies submit
Order No. 51 returns on operators’ behalf as routine work, alongside the other
CMU SSOP reports, from 65,000 roubles for a single node, uplink and TSPU .
Reversing the system would require dismantling not only the equipment but
the procedural ecosystem built around it.

3.3 Expanding functions and entrenchment
TSPU has become harder to reverse as its functions have expanded beyond con-
tent filtering. Annual exercises in centralised network management have been
conducted since 2019. In 2024, Roskomnadzor described the planned exercise
as testing internet operation under different conditions and said ordinary users
would not be affected. Users in Dagestan, Chechnya, and Ingushetia neverthe-
less  reported that  foreign websites  and messengers  were unreachable,  most
VPNs failed, and some local services were disrupted , .
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Legal  coverage  now extends  to  satellite  connectivity.  From July  2026,  traffic
from 5G handsets used in satellite mode must pass through TSPU, while do-
mestic gateway stations must meet SORM requirements . A satellite-industry
source  considers  near-term  enforcement  against  foreign  providers  such  as
Starlink unlikely and interprets the rule instead as preparation for Russian op-
erators building or leasing satellite networks . Government Decree No. 1667 re-
placed the centralised management rules from March 2026 and runs to March
2032 . Since August 2024, the Prosecutor General or a deputy has also been able
to require Roskomnadzor to act on the public network through TSPU .

The  filtering  infrastructure  now  supports  a  wider  data-collection  system.
Roskomnadzor Order No. 51 requires ISPs to report subscriber IP addresses, the
municipality  where  they  are  used,  and  the  identifiers  of  the  TSPU  through
which the traffic passes, including upstream equipment , . Roskomnadzor es-
timated the industry’s  annual  compliance cost  at  389 million roubles across
1,981  operators.  MTS  objected  that  the  data  is  protected  as  communication
secrecy and that it could not price compliance at all .

Figure 7: The reporting format proposed in Roskomnadzor’s December 2024 draft: user-
equipment identifier, TTL, IPv6 and IPv4 addresses, operation code, timestamp and TSPU serial
numbers. The final Order No. 51 does not include the user-equipment identifier. Source: RKN.
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Separate  anti-fraud amendments  require  ISPs  to  provide  subscriber  identity
data to the FSB and Ministry of Internal Affairs within 24 hours of a request,
without notifying subscribers . One regime maps where users are on the net-
work. The other identifies who they are. RDP.RU’s EcoFilter product line also
advertises the ability to export HTTP GET requests, which can expose the unen-
crypted pages a  subscriber visits.  Which functions are enabled on deployed
TSPU equipment is not public .

Expansion into network security creates structural lock-in because removing
TSPU would also mean losing security functions. The National Anti-DDoS Sys-
tem (NSPA), operational since March 2024, uses 88 TSPU devices handling cross-
border traffic—the ‘transborder’  segment—as its  first  echelon of  attack filter-
ing . In 2025, Roskomnadzor recorded more than 21,000 DDoS incidents, more
than double the previous year . The 465 million rouble Security Scanner, con-
tracted to GRFC in 2023, identified 26,000 critical vulnerabilities across more
than 300 Russian companies while still in test operation. Roskomnadzor says
services exposing unremediated vulnerabilities can be blocked at TSPU level .

By 2024, GRFC was offering these functions to operators. At KROS, a represent-
ative described an interface that would let DDoS providers and large infrastruc-
ture owners apply seven countermeasures to declared IP ranges in the cross-
border segment . Operators once resisting the black box were now invited to
use it. Federal Law No. 33-FZ also releases operators from contractual liability
when service failures follow an FSB shutdown demand .  TSPU is  becoming
shared  infrastructure  for  administration,  surveillance,  security,  and  censor-
ship.

4. Why This Matters Beyond Russia
Russia’s significance lies in how ordinary commercial capabilities are owned,
coordinated, and governed. The technology is widely available, filtering effects
cross borders, and the institutional model is replicable.

4.1 Ordinary technology, different governance
DPI  is  embedded  in  global  telecommunications  standards,  vendor  products,
and  network  architectures.  The  International  Telecommunication  Union’s
standardisation body (ITU-T) has specified requirements for DPI in next-genera-
tion networks (Y.2770, 2012), performance models and metrics (Y.2773, 2017) ,
and an architecture extending into software-defined networking, virtualisation,
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and 5G (Y.2775,  2019) .  These recommendations describe particular applica-
tions of DPI as network functions. Whether inspection is used for congestion
management or population-scale censorship is a governance choice.

Figure 8: ITU-T Recommendation Y.2775 (2019): table of contents, cover page, and section on encrypted traffic
inspection. DPI was formalised as a standard network function years before FZ-90. Source: ITU-T.

DPI is sold globally for traffic management, network optimisation, and “quality-
of-service” differentiation by Cisco, Nokia, Ericsson, Allot, Sandvine, and oth-
ers. VAS Experts’ commercial overview describes 800+ installations across Rus-
sia and the CIS as of 2019, with export markets in Lebanon, Cyprus, Turkey, and
Moldova . RDP.RU’s EcoFilter product sheet advertises the same product line
that constitutes TSPU hardware, sold as standard network equipment .

Bendrath and Mueller documented this convergence a decade before TSPU: the
same DPI equipment serves traffic management, copyright enforcement, lawful
interception, and content filtering across jurisdictions , . Comparable inspec-
tion capabilities  appear  in  communications and interception systems in  the
United Kingdom, United States, India, and elsewhere. Russia’s distinctive fea-
ture is the state’s centralised control over where DPI is deployed, how it is com-
manded, and what legal constraints apply.

Lawful-interception requirements are also embedded in 3GPP 5G standards .
In Russia, however, the state owns and centrally operates filtering hardware in-
side private networks, makes compliance a licensing condition, and uses the
system for population-scale content filtering rather than targeted interception.
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Government decree, not the operator, determines when traffic may bypass the
equipment. The FSB separately verifies lawful-interception compliance.

The Russian segment remains connected to  the global  network.  At  the 2024
KROS  international  roundtable,  operators  reported  that  international  traffic
was growing, not declining . As one participant put it: “We can only reorient
eastward when at least 50% of people know Chinese… The internet lives by lan-
guage zones” . TSPU exercises control across a network that remains interoper-
able.

4.2 Cross-border effects
Measurement research (Ortwein et al.  2023) scanned IP address spaces of 18
countries surrounding Russia and documented Russian-origin DPI filtering af-
fecting users in at least 8 countries, traced to at least 6 Russian autonomous sys-
tems . Two of those systems were running commercial DPI bought from VAS
Experts rather than state-owned TSPU: the filtering crosses the border either
way, but the equipment behind it is not always the state’s . For ISPs in neigh-
bouring states whose upstream paths cross Russian backbone infrastructure,
an inline filtering device need not appear as a separate hop in standard route
diagnostics . Any country whose internet traffic transits a state with deployed
DPI filtering is potentially subject to collateral censorship, regardless of its own
domestic policies.

Figure 9: Fibre routes from Russia through the Urals to Kazakhstan, Kyrgyzstan, Tajikistan, and Afghanistan. Traffic
transiting these routes crosses Russian networks subject to TSPU and to operator-purchased commercial DPI,
exposing neighbouring states to Russian filtering rules. Source: Habr, “Пытаюсь представить жизнь при
суверенном интернете в России.”
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4.3 A replicable model
The cross-border effects are a consequence of network topology. The transfer-
ability of the model is institutional. Unlike China’s Great Firewall, TSPU did not
require a purpose-built network. It shows that centralised filtering can be con-
structed at national scale on a heterogeneous network through sustained polit-
ical commitment and staged regulation. Many countries’ networks look more
like Russia’s than China’s.

Several Commonwealth of Independent States (CIS) members operate similar
filtering capabilities, shaped by domestic demand as well as Russian vendor
presence.  At  the  2023  Multiservice  Forum,  a  VAS  Experts  representative  de-
scribed regulators, including in Uzbekistan, asking to “block links inside HT-
TPS” . Chinese vendors such as Geedge Networks sell similar systems in Kaza-
khstan, Ethiopia, Pakistan, and Myanmar . Russian vendors report active mar-
kets across the CIS, Middle East, India, Africa, Southeast Asia, and Latin Amer-
ica , . These examples show multiple pathways: domestic demand, commer-
cial substitution, and cross-border vendor sales.

The replicability risk lies in this institutional model. TSPU demonstrates a se-
quence: map a heterogeneous network, install centrally controlled inspection,
make  compliance  a  condition  of  operation,  and  sustain  the  system  through
vendors and public institutions. The technology is already embedded in net-
works worldwide. What the model adds is political and administrative coordin-
ation.

5. What Civil Society Can Do
The system was assembled through coordination across state agencies, domest-
ic industry, and regulatory instruments reaching global platforms. Civil society
responses must match that breadth through sustained engagement with stand-
ards governance, export-control policy, compliance documentation, and meas-
urement infrastructure.

5.1 Standards governance
DPI is normalised in ITU standards as a core network capability . Treating pop-
ulation-scale  filtering  as  ordinary  network  management  makes  it  easier  for
states to adopt. Lawful interception requirements are already embedded in 5G
standards . ITU-T Study Group 13 handles the DPI recommendations (Y.2770
and successors) that normalise the technology TSPU is built on. The 3rd Gener-
ation Partnership Project’s security group (3GPP SA3) defines the lawful-inter-
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ception architecture  for  5G networks.  The ITU-T recommendations  build  on
protocols defined by the Internet Engineering Task Force (IETF), so protocol-
design decisions  there  affect  what  DPI  can inspect.  The IETF’s  TLS working
group developed Encrypted Client  Hello (ECH),  standardised as RFC 9849 in
March 2026, which encrypts information TSPU uses for selective filtering ,  .
Civil society can engage directly in the IETF , but influencing ITU-T and 3GPP
generally  requires  institutional  membership  or  partnerships  with  organisa-
tions already inside those processes , . Across these forums, civil-society en-
gagement should address how standardised network functions provide capa-
city for population-scale control and what governance safeguards that capacity
requires.

5.2 Export controls and procurement accountability
Export  controls  targeting  named  companies  miss  the  structural  risk.  When
Sandvine withdrew from more than 50 markets in 2024, one Middle Eastern op-
erator replaced its platform with functionally compatible VAS Experts equip-
ment . Commercial compatibility allows one supplier to take another’s place.
Effective controls therefore require transparency in DPI procurement, human
rights impact assessments for interception-equipment exports, and accountab-
ility mechanisms that survive vendor substitution.

5.3 Independent measurement and early warning
Independent measurement (OONI,  Censored Planet,  and specialised tools)  is
the primary accountability mechanism for internet filtering worldwide . Rus-
sia’s  ban on circumvention information (March 2024)  specifically targets  the
knowledge infrastructure that enables informed measurement and resistance .
The information ban makes documentation harder from inside Russia. Extern-
al measurement networks become correspondingly more important.

Other governments can replicate the regulatory sequence even when they use
different  products.  Tracking  regulatory  steps  may  therefore  provide  earlier
warning than tracking vendor sales. Indicators include network-topology dis-
closure requirements, mandatory encrypted-traffic inspection, filtering as a li-
censing  condition,  and  approved-access  architectures.  Russia’s  access  list
draws banking, payments, and other essential services into the same compli-
ance regime as communications. Where approved-service lists replace open-
by-default networks, this logic can spread beyond communications into other
sectors.  Filtering  objectives  have  repeatedly  prevailed  when  they  conflicted
with commercial interests. Economic costs should not be expected to limit the
system.
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